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Managing and User-Proofing
Security as Malware Threat Grows
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Bicycles for the Mind

® Fast at math(s)

® Never forget
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Strengths of Modern Devices

® Great at encryption

® Great at maintaining
data integrity

® Great at sharing data
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Software Vulnerabilities

A vulnerability is any flaw that makes it
infeasible, even when implemented or
used properly, to prevent an attacker
from; usurping privileges, regulating
internal protected operations,
compromising data, or assuming trust that
was not explicitly granted.

Microsoft
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Exploit

Exploits are the methodologies or techniques
that are utilized to take advantage of
vulnerabilities.

snort.org
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http://snort.org

MEWYET

Software that compromises the operation
of a system by performing an unauthorized
function or process.

https://niccs.us-cert.gov/glossary
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https://niccs.us-cert.gov/glossary

Risk = Hazard x Exposure

Your level of risk is a product
of your exposure to vulnerabilities.

Therefore you can reduce your risk by and/or:

|. Reducing the vulnerabilities
2. Reducing your exposure
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Microsoft’s Pre-Internet Legacy

® Windows struck early
success in business

® Emphasized collaboration

® Did not transition well to
the Internet age
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Vulnerabilities in 2016

http://www.cvedetails.com/vendor-search.php

Vendor Vulnerabilities e
Model

Google 376 Open
Microsoft 266 Closed
Apple 234 MIVGle
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http://www.cvedetails.com/vendor-search.php

http://opensource.apple.com

Open Source Closed Source
Open for all to review Fewer eyes reviewing
Relies on voluntary reporting Formal Quality Control
Free, so widely deployed Restricted access
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http://opensource.apple.com

OS X Malware in 2016

® KeRanger ransomware
® March

® EasyDoc Converter( ‘Eleanor”)
® July




So how do we reduce the
malware exposure for Macs!

® Harden our systems
® Be aware of the vulnerabilities

® End User education
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Basic OS X Hardenin

Security & Privacy

> | | Show All |

Ceneral FileVault 72 =118 Privacy

© Firewall: On

The firewall is turned on and set up to prevent unauthorized applications, programs,
and services from accepting incoming connections.

([

| Click the lock to make changes.




Basic OS X Hardening

Security & Privacy

> | | Show All |

FileVault  Firewall Privacy

A login password has been set for this user | Change Password...

S

Require password | immediately 3 | after sleep or screen saver begins

M
| | Click the lock to make changes.




Basic OS X Hardening

General

Qw0 * &

General Tabs AutoFill Passwords Search Security Privacy Notifications Extensions Advanced

Safari opens with: All windows from last session
New windows open with: Empty Page
New tabs open with: Empty Page
Homepage: http://www.apple.com/startpage/

Set to Current Page

Remove history items: After one year
Favorites shows: [1] Favorites

Top Sites shows: 12 sites

File download location: Downloads

Remove download list items: After one day

Open “safe” files after downloading

“Safe" files include movies, pictures,
sounds, PDF and text documents, and
archives.




Basic OS X Hardening

Users & Groups
| | Show All

O Andrew McDonnell

Standard




Stay Informed

® Apple Security Updates: HT1201222

® http://www.thesafemac.com
® https://blog.malwarebytes.com/author/treed/

® Vulnerabilities tracked at http://cve.mitre.org
with unique CVE serial number.

® https://www.us-cert.gov
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https://support.apple.com/en-us/HT201222
http://www.thesafemac.com
https://blog.malwarebytes.com/author/treed/
http://cve.mitre.org
https://www.us-cert.gov

Malware ldentification

® Anti-virus technology

® Advanced T hreat Protection
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Anti-Virus

® Mechanism of Malware
® Evildoers targeted popular legitimate software
® Added their own launch codes to beginning of
executable
® Once the application launched, so did the
nefarious processes

® Virus Scanners

® Knew these prepended snippets of codes
® Scan executables for these “signatures”
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KeRanger

® [ransmission BitTorrent
client was infected.

® An executable .rtf is copied
to ~/Library

® After 3 days Home and
attached drives are
encrypted
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https://www.av-test.org

12 Security Packages for Mac 0S X Put to the Test /g MNTEST

Detection rates of malware
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https://www.av-test.org

https://www.av-test.or

Do security packages slow down Mac 0S X? MNTEST

The Independeat IT-Security Institete

Here is the loss of performance under user conditions \..o>. ‘

® Copying 30.6 GB of files Downloading test files
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https://www.av-test.org

AV Selection Criteria

® Licensing

® Effectiveness ® Passive on-demand vs.

always active
® Fewer side effects

® (Centralized console
® Mac knowledgeable

® Paid vs. Free
® Easily update

definitions
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Advanced T hreat Protection

® With “appification”, changes in user expectations
Free or very cheap apps

Software is throw away

Easy to obtain and try lots of software
Ad-supported

® New malware vector
® The whole application is malware
® Runs nefarious process as app runs
® Ads need to keep network open for new ads and
can share collected data about you

® Need to analyze software behavior
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BackdoorMAC.Eleanor

® Free App on MacUpdate
“EasyDoc Converter”

® Unsigned

® Creates LaunchAgents that

allow
® filesystem access
® remote code execution

® webcam access
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Little Snitch Network Monitor

1 Q-

¥ Dropbox notify8.dropbox.com * 7 more =

# Coda 2 www.obdev.at » 2 more

‘@ safari via WebProcess v 42 Servers =
www.facebook.com =

connect.facebook.net

.o

® https://www.obdev.at/

“u sshd (= 10.0.0.1

w= Dock via Dashboard wu.apple.com » 1 more _P rOd U CtS/I ittl es n itc h

b LaunchBar sw-update.obdev.at

108 B/s Lo delatan

o l|'l|'% |
- 3m365l90__—T— x
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https://www.obdev.at/products/littlesnitch

Intrusion Prevention Systems

® Create rules based on *ﬂ
detecting actual vulnerable .
INORT

activity. )

® Open Source intrusion
prevention system capable
of real-time traffic analysis
and packet logging.
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Get Rid of These (if you can)

y 3
6:

Microso ft

Silverlight




iOS Security after a Decade

“No malware has affected iOS devices at scale.’

Apple WWDC 2016
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iOS Security Pillars

® iOS platform security
® Users consistently upgrading their software

® Developers building secure apps
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iOS still has risks

® Vulnerabilities
® Exploits (e.g. Zerodium bounty)
® Malware (e.g. XcodeGhost)

® Social engineering
® Phishing




iOS Precautions

® Configure complex passcode + TouchlD -

® Configure VPN

® Monitor iOS updates

® Push out app updates

MVACTIECEL
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OpenDNS

® Owned by Cisco
® Configure DNS service

® Provides protection from
fraudulent web sites

® Can work on and off
network
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Mobile Device Management

® Distribute qualified software

® |Inventorying to identify alien software
® Enforce security configurations

® Readily apply security updates

® Maintain known good states
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End User Education is So
Important

Who do you trust!?

Before installing, you must truly understand:
® the publisher of the software.

® the trust you are placing in the software.

® the quality of the on-line store or download site.
® your connection on-line via certificates.
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Wants to Know Your Most Private
Secret

Install Adobe Flash Player wants to make changes.
Type your password to allow this.
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Shared Filesystem Access

Select a Destination Standard Install on “Macintosh HD"

) _ This will take 7.75 GB of space on your computer.
How do you want to install this software?
Click Install to perform a standard installation of this software
for all users of this computer. All users of this computer will be
able to use this software.

_# Install for all users of this computer

h 2 Install on a specific disk...

Change Install Location...

Customize Go Back Install

PRO EVENTS
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Perpetual Internet Connection

Adobe Flash Player Installer

Update Flash Player Preferences

Security updates and enhancements are periodically released for Adobe Flash Player

that can be downloaded and installed automaticall.

IMPORTANT : Your update options have recently changed Learn More

Choose your update option:

< Allow Adobe to install updates (recommended)
Notify me to install updates
Never check for updates (not recommended)
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A Truly Secure System

® Prompt you for authorization each time:
® the program is launched.
® an Internet connection is made.

® it access the filesystem outside its bundle.
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End User Education is So
Important

® Acknowledge that security is the opposite of
convenience

® Be alert to unexpected or suspicious events
® unexpected requests for password
® prompts seeking approval to trust
® being diverted to unfamiliar websites
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Phishing

The process of trying to obtain confidential
information by looking as if it is from a legitimate,
trusted organization but contains a link to a fake

server that replicates the real one.
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Who Might be an Attacker?

® Criminals looking to hold your data ransom
® Business competitors looking for an edge

® Service providers tagging you for marketing
® Nation-states such as North Korea and Sony

® Romantic partners, family, friends out of curiosity
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Software Management Models

® Fully locked down
® Hands-off

® Shared control
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Resources

® Apple Security Updates: HT201222

® http://www.thesafemac.com

® https://blog.malwarebytes.com/author/treed/
® https://www.av-test.org
® http://www.apple.com/osx/what-is/security/

® https://developer.apple.com/videos/play/
wwdc2016/706/

® https://www.nsa.gov/ia/mitigation guidance/
security configuration guides/
operating systems.shtml#AppleMac
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https://support.apple.com/en-us/HT201222
http://www.thesafemac.com
https://blog.malwarebytes.com/author/treed/
https://www.av-test.org
http://www.apple.com/osx/what-is/security/
https://developer.apple.com/videos/play/wwdc2016/706/
https://www.nsa.gov/ia/mitigation_guidance/security_configuration_guides/operating_systems.shtml#AppleMac

Questions!

2

Craig Doran
craig@machero.com
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